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COURSE INTRODUCTION / OVERVIEW:

The rapid evolution of smart cities, powered by the Internet of Things (1oT), promises unprecedented efficiency and quality
of urban life. However, this interconnectedness introduces a complex and expansive attack surface, making smart city
cybersecurity a critical priority. This course provides a comprehensive exploration of the strategies and technologies
required to secure loT ecosystems within urban environments. It moves beyond theoretical concepts to deliver practical,
actionable knowledge for protecting critical infrastructure, from smart grids and intelligent transportation systems to
public safety networks. As highlighted by cybersecurity expert Dr. Kim-Kwang Raymond Choo, the convergence of physical
and digital realms in 10T necessitates a multi-layered security approach. This program, offered by BIG BEN Training Center,
is meticulously designed to equip professionals with the skills to design, implement, and manage robust loT security
frameworks. Participants will delve into threat modeling, vulnerability assessment, and incident response, ensuring they

can safeguard the data, devices, and citizens that define the smart city of the future.

TARGET AUDIENCE / THIS TRAINING COURSE IS SUITABLE FOR:

o |IT and Cybersecurity Professionals.

e Urban Planners and City Managers.

e 10T Solution Architects and Developers.

o Network Engineers and Administrators.

e Government and Public Sector Technology Leaders.
e Security Consultants and Auditors.

e Critical Infrastructure Operators.

e Technology Policy and Compliance Officers.

TARGET SECTORS AND INDUSTRIES:

e Government and Public Administration.

e Energy and Utilities.

e Transportation and Logistics.

e Telecommunications.

o Real Estate and Smart Building Management.
e Public Safety and Emergency Services.

e Healthcare and Public Health.

e Engineering and Construction.
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Research and Developm

Risk Management and Compliance.

Public Works and Infrastructure Management.

Corporate Security.

Innovation and Smart City Project Teams.

COURSE OFFERINGS:
By the end of this course, the participants will have able to:

e Analyze the unique threat landscape and vulnerabilities of smart city IoT ecosystems.
o Develop a comprehensive security strategy for the entire loT device lifecycle.

e Implement robust security protocols for loT networks, including 5G and LPWAN.

¢ Design and enforce data privacy and protection policies for smart city data.

e Conduct loT-specific vulnerability assessments and penetration testing.

o Create an effective incident response plan for security breaches in a smart city context.
e Evaluate and apply international loT security standards and frameworks.

o Integrate security into the design of smart city applications and services.

e Manage risks associated with third-party vendors in the 1oT supply chain.

COURSE METHODOLOGY:

The training methodology at BIG BEN Training Center is designed to be immersive, interactive, and directly applicable to
real-world challenges. This course combines expert-led presentations with hands-on labs and collaborative workshops to
ensure a deep understanding of IoT security principles. Participants will engage with detailed case studies of actual smart
city security incidents, analyzing both successful defenses and critical failures. Team-based exercises will focus on
practical skills such as threat modeling for a new smart traffic system or developing a risk mitigation plan for a public
utility's 1oT network. Interactive sessions encourage peer-to-peer learning and knowledge sharing, allowing participants
to discuss challenges specific to their own organizations. The instructor will provide continuous feedback and facilitate
discussions that bridge technical details with strategic governance. This blended approach ensures that participants not
only learn the theory but also gain the confidence and competence to implement effective loT security measures in their

professional roles.

COURSE AGENDA (COURSE UNITS):

UNIT ONE: FOUNDATIONS OF SMART CITY AND IOT SECURITY

e Introduction to Smart City Architecture and Ecosystems.
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e Introduction to loT Security Framewor

UNIT TWO: SECURING THE |IOT DEVICE AND HARDWARE LAYER

e TheloT Device Lifecycle Management.

e Hardware Security Fundamentals (Secure Elements, PUFs).
e Secure Boot and Trusted Execution Environments.

e Firmware and Software Update Security Mechanisms.

o Device Identity, Authentication, and Provisioning.

e Physical Tampering Detection and Response.

e Managing Security for Legacy and Resource-Constrained Devices.

UNIT THREE: NETWORK, COMMUNICATION, AND EDGE SECURITY

e Securing loT Communication Protocols (MQTT, CoAP, LwM2M).
e Wireless Network Security (Wi-Fi, LoRaWAN, NB-IoT).

e Security Considerations for 5G in Smart Cities.

e Introduction to Edge and Fog Computing Security.

e Implementing Network Segmentation and Micro-segmentation.
e Intrusion Detection and Prevention Systems for loT Networks.

e Securing VPNs and APIs for loT Communications.

UNIT FOUR: DATA PRIVACY, CLOUD, AND APPLICATION SECURITY

o Data Protection and Privacy Regulations in Smart Cities (GDPR).
e End-to-End Data Encryption Strategies.

e Securing loT Data at Rest, in Transit, and in Use.

Cloud Platform Security for loT Data Aggregation.

Secure Software Development Lifecycle (SSDLC) for IoT Applications.

API Security and Access Control Management.

Blockchain Technology for Enhancing loT Security and Trust.

UNIT FIVE: GOVERNANCE, RISK MANAGEMENT, AND INCIDENT RESPONSE

e Developing an loT Security Governance Framework.
e Conducting loT Risk Assessments and Management.
e Building a Smart City Security Operations Center (SOC).

e |oT Incident Response and Forensics.
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QUALIFICATIONS REQUIRED FOR REGIS O THIS COURSE?

There are no requirements.

HOW LONG IS EACH DAILY SESSION, AND WHAT IS THE TOTAL NUMBER OF TRAINING
HOURS FOR THE COURSE?

This training course spans five days, with daily sessions ranging between 4 to 5 hours, including breaks and interactive

activities, bringing the total duration to 20 - 25 training hours.

SOMETHING TO THINK ABOUT:

Beyond technical safeguards, what societal and ethical frameworks are necessary to build true trust in a fully connected

smart city ecosystem?

WHAT UNIQUE QUALITIES DOES THIS COURSE OFFER COMPARED TO
OTHER COURSES?

This course distinguishes itself by adopting a holistic, ecosystem-wide perspective on smart city security, moving beyond
the protection of individual devices to address the complex interplay between hardware, networks, data, and urban
governance. Unlike programs that focus narrowly on technical exploits, this training integrates strategic risk management,
regulatory compliance, and policy development, providing a complete framework for building cyber-resilient cities. Its
curriculum is uniquely structured around the entire loT lifecycle, from secure device provisioning to end-of-life
decommissioning, ensuring no security gaps are overlooked. Furthermore, the course content is deeply rooted in practical
application, using real-world case studies from municipal transportation, public utilities, and emergency services to
illustrate key principles. Participants will not just learn about security standards; they will learn how to apply them within
the unique political, social, and economic constraints of an urban environment. This strategic, lifecycle-based, and

practical approach equips leaders to build secure, trustworthy, and sustainable smart cities for the future.
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