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COURSE INTRODUCTION / OVERVIEW:

This comprehensive training course is designed to provide cybersecurity and industrial control systems (ICS) professionals
with the specialized knowledge required to secure Supervisory Control and Data Acquisition (SCADA) systems. These
systems are the backbone of our critical infrastructure, managing everything from power grids and water treatment plants
to oil and gas pipelines. A successful cyberattack on these systems can have devastating real-world consequences, far
beyond a typical data breach. This program goes beyond traditional IT security to focus on the unique challenges of
securing operational technology (OT) environments, where uptime and safety are the top priorities. Participants will learn
how to identify vulnerabilities, implement robust access controls, and respond to threats that could compromise physical
systems. We will cover key topics like network segmentation, threat intelligence for SCADA, and the integration of IT and
OT security practices. Drawing from the academic work of renowned authors like Eric Byres and his extensive research on
industrial network security, this program provides a strategic and practical framework for safeguarding our most vital
assets. This course at BIG BEN Training Center will empower you to protect critical infrastructure from modern cyber

threats.

TARGET AUDIENCE / THIS TRAINING COURSE IS SUITABLE FOR:

e SCADA engineers.

e Industrial control systems (ICS) security professionals.

Cybersecurity analysts.

Plant managers and operators.

Critical infrastructure security personnel.

IT and OT convergence specialists.

Risk managers in industrial sectors.

TARGET SECTORS AND INDUSTRIES:

e Energy and utilities.

Oil and gas.

Water treatment and public works.

Manufacturing.

Transportation.

e Government agencies and equivalents.

Defense and military.

www.bigben-training.com




Plant Operations.

Risk Management.

e Engineering.

Physical Security.

COURSE OFFERINGS:
By the end of this course, the participants will have able to:

Secure SCADA and ICS networks and devices.

Implement a security program that aligns with OT environments.

Assess and mitigate vulnerabilities in critical infrastructure.

Develop a robust incident response plan for an ICS attack.

Manage privileged access to critical control systems.

Ensure compliance with industry standards and regulations.

Conduct a risk assessment for an industrial control system.

COURSE METHODOLOGY:

This training course at BIG BEN Training Center uses a hands-on, case-study-driven methodology that focuses on the
unique challenges of SCADA security. The program includes a series of simulated attack scenarios on a virtualized
industrial network. Participants will work with specialized tools to identify vulnerabilities, detect intrusions, and practice
emergency response procedures. The course emphasizes a collaborative approach, encouraging IT and OT professionals
to work together to solve complex security problems. The instructor will provide expert guidance and feedback
throughout the labs, ensuring that you develop the critical thinking and problem-solving skills required for high-stakes
industrial roles. This approach ensures the knowledge and skills gained are directly applicable to protecting physical

assets and ensuring public safety.

COURSE AGENDA (COURSE UNITS):

UNIT ONE: THE SCADA THREAT LANDSCAPE

Introduction to SCADA and ICS.

The difference between IT and OT security.

Unique attack vectors for industrial systems.

The Stuxnet case study and its lessons.

The convergence of IT and OT.

The importance of physical security.
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Firewalls and intrusion detection

Securing Human-Machine Interfaces (HMIs).

Vulnerability management for industrial systems.

Hardening SCADA servers and controllers.

Practical lab: a network segmentation exercise.

UNIT THREE: INCIDENT RESPONSE IN OT ENVIRONMENTS

e Developing a specialized incident response plan for ICS.
e Containment and recovery protocols.

e The challenge of forensics in an OT environment.

e Communication with plant operators and management.
e Reporting requirements and regulatory compliance.

e Lessons learned from past incidents.

e Case study: a simulated SCADA system compromise.

UNIT FOUR: RISK MANAGEMENT AND AUDITING

e Conducting a risk assessment for SCADA systems.

Threat modeling for critical infrastructure.

Vendor and third-party risk management.

Auditing industrial control systems.

Security policies and procedures for plant personnel.

Compliance with industry standards (e.g., NIST, IEC 62443).

Practical lab: a SCADA risk assessment.

UNIT FIVE: THE FUTURE OF CRITICAL INFRASTRUCTURE SECURITY

e Therole of Al and machine learning.

¢ Predictive maintenance and security analytics.

e The challenge of legacy systems.

e The Internet of Things (loT) in industrial settings.
e Threat intelligence for OT.

e Final project: a comprehensive security plan.

e The future of SCADA security.

e Frequently Asked Questions:
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How LONG IS EACH : _ EROF TRAINING

HOURS FOR THE COURSE? —

This training course spans five days, with daily sessions ranging between 4 to 5 hours, including breaks and interactive

activities, bringing the total duration to 20 - 25 training hours.

SOMETHING TO THINK ABOUT:

In industrial environments where legacy systems are deeply integrated and cannot be easily patched, how can security

professionals effectively mitigate a zero-day vulnerability without disrupting continuous operations?

WHAT UNIQUE QUALITIES DOES THIS COURSE OFFER COMPARED TO
OTHER COURSES?

This course stands out by providing a unique and vital focus on securing SCADA systems and critical infrastructure. Unlike
generic cybersecurity training, this program addresses the distinct challenges of Operational Technology (OT)
environments, where safety and continuous operation are paramount. The curriculum is built around a practical, hands-
on approach. It teaches you how to manage the unique risks posed by industrial systems, where a cyberattack can lead to
physical damage or public safety issues. The emphasis on real-world case studies and simulated attack scenarios gives
you a direct, actionable understanding of how to apply security principles in a high-stakes industrial setting. This course is

for professionals who recognize the critical importance of protecting the systems that power our modern world.
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