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COURSE INTRODUCTION / OVERVIEW:

This comprehensive training course is designed to provide non-profit leaders and staff with the essential knowledge and
practical skills required to protect their organizations from cyber threats. Non-profits often handle sensitive donor and
beneficiary data, but they operate with limited budgets and IT resources. This program goes beyond a general overview of
cybersecurity and focuses on the unique challenges and cost-effective solutions for the non-profit sector. Participants will
learn how to implement robust data protection strategies, manage privacy risks, and ensure the integrity of their digital
assets without a large IT budget. We will cover key topics like phishing defense, secure cloud practices, and the
development of an incident response plan. Drawing from the academic research of renowned authors like Gene Kim and
his work on DevOps and organizational efficiency in his book "The Phoenix Project," this program provides a strategic and
practical framework for leveraging limited resources for maximum security impact. His work highlights that security is not
a separate function but an integrated part of a streamlined process. This course at BIG BEN Training Center will empower

you to build a resilient and trustworthy organization that can continue its vital work without interruption.

TARGET AUDIENCE / THIS TRAINING COURSE IS SUITABLE FOR:

Non-profit executive directors.

e |IT managers and staff.

Fundraising and development managers.

Volunteer coordinators.

e Board members.

Program managers.

Staff responsible for donor or client data.

TARGET SECTORS AND INDUSTRIES:

Non-profit organizations.

Charitable and social services.

Advocacy and human rights groups.

Educational institutions.

Religious organizations.

Government agencies and equivalents.

Foundations and trust.

TARGET ORGANIZATIONS DEPARTMENTS:
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e Volunteer Management.

e Communications.

COURSE OFFERINGS:
By the end of this course, the participants will have able to:

e Implement cost-effective cybersecurity controls.

Develop a data protection strategy for a non-profit.

Protect sensitive donors and client data.

Create a plan to respond to a cyber incident.

Educate staff on cybersecurity best practices.

Secure cloud applications and remote work.

Identify and mitigate common threats like phishing.

COURSE METHODOLOGY:

This training course at BIG BEN Training Center uses a hands-on, scenario-based methodology that focuses on the unique
constraints of non-profit organizations. The program includes workshops where participants will develop a low-cost
security plan for a fictional non-profit. You will learn to prioritize risks and allocate resources effectively, proving that
security is possible without a massive budget. The course emphasizes a collaborative approach, encouraging participants
to share their challenges and successes. The instructor will provide expert guidance on how to leverage free and low-cost
tools and how to build a security-conscious culture from the ground up. This approach ensures the knowledge and skills

gained are directly applicable to building a resilient organization that can continue its mission without interruption.

COURSE AGENDA (COURSE UNITS):

UNIT ONE: THE NON-PROFIT THREAT LANDSCAPE

Common cyber threats to non-profits.

The value of donor and client data.

Understanding your organization's risk.

The importance of a security mindset.

Social engineering and phishing attacks.

Case study: a ransomware attack on a non-profit.

The ethical responsibility of data protection.

UNIT TWO: FOUNDATIONAL SECURITY FOR LOW BUDGETS
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e Securing remote work.

e Practical lab: a risk prioritization exercise.

UNIT THREE: DATA PROTECTION AND PRIVACY

e Data inventory and mapping.

e Protecting sensitive client and donor data.
e Privacy policies and compliance.

e Secure data handling and storage.

e Data privacy and legal requirements.

e Secure volunteer and staff onboarding.

e Case study: a data privacy incident.

UNIT FOUR: INCIDENT RESPONSE AND RECOVERY

e Developing a simple incident response plan.
e Steps to take during a cyber incident.

e Crisis communication.

o Notifying stakeholders and authorities.

e Post-incident review.

e Tabletop exercise: a simulated cyberattack.

e Lessons learned from past incidents.

UNIT FIVE: BUILDING A CULTURE OF SECURITY

e Therole of leadership.

e Creating a security-conscious culture.

o Effective security awareness training for staff and volunteers.
e Measuring program effectiveness.

e Long-term security planning.

e The future of cybersecurity for non-profits.

e Final project: a security roadmap.

e Frequently Asked Questions:

FAQ:

QUALIFICATIONS REQUIRED FOR REGISTERING TO THIS COURSE?
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activities, bringing the total'durati

SOMETHING TO THINK ABOUT:

In a non-profit environment where resources are scarce and every dollar must go toward the mission, how can a leader
justify the investment of time and money in cybersecurity when the benefits are often invisible until a catastrophic

incident occurs?

WHAT UNIQUE QUALITIES DOES THIS COURSE OFFER COMPARED TO
OTHER COURSES?

This course stands out by providing a unique and vital focus on cybersecurity specifically for the non-profit sector. Unlike
general security training that assumes a large budget, this program is designed for organizations that must be resourceful.
The curriculum is built around a practical, cost-effective approach. It teaches you how to leverage free and low-cost tools,
prioritize the most critical risks, and build a culture of security without significant financial investment. The emphasis on
real-world scenarios and on creating a security plan that is both effective and financially feasible distinguishes this course
from others. It is for non-profit professionals who are ready to protect their organization's mission and its beneficiaries'

data.
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