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COURSE INTRODUCTION / OVERVIEW:

This training course provides a comprehensive exploration of designing and deploying robust wireless networks in high-
density environments such as corporate offices, educational campuses, and public venues. In an era where connectivity is
paramount, understanding the intricacies of RF behavior, capacity planning, and spectrum management is crucial for
network professionals. This program moves beyond basic wireless concepts to address the specific challenges posed by a
high concentration of users and devices. We will delve into the principles outlined by leading experts like Matthew S. Gast
in his seminal work, "802.11 Wireless Networks: The Definitive Guide," to build a foundational understanding of wireless
protocols and their practical application. Participants will learn to conduct thorough site surveys, create predictive
models, and implement advanced security measures to ensure optimal performance and reliability. BIG BEN Training
Center has meticulously designed this curriculum to equip attendees with the skills needed to architect scalable, secure,
and high-performing enterprise Wi-Fi solutions that meet the demands of today's and tomorrow's digital landscape,

ensuring seamless connectivity for critical business operations.

TARGET AUDIENCE / THIS TRAINING COURSE IS SUITABLE FOR:

e Network Engineers and Administrators.

o Wireless Network Specialists.

e IT Managers and Directors.

e Network Architects and Designers.

e Solutions Architects.

e Systems Engineers.

o IT professionals preparing for wireless certification exams.

e Technical support personnel responsible for wireless networks.
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TARGET SECTORS AND INDUSTRIES:

e Large Corporate Enterprises.

Healthcare and Hospital Environments.

Higher Education and School Districts.

Hospitality, including Hotels and Conference Centers.

Retail and Large Public Venues.

Transportation Hubs such as Airports and Train Stations.

Government and Public Sector Agencies.

Telecommunications and Service Providers.

TARGET ORGANIZATIONS DEPARTMENTS:

Information Technology Department.

Network Operations Center (NOC).

Infrastructure and Architecture Planning.

Cybersecurity and Information Security.

Technical Support and Help Desk.

Research and Development.

Facilities Management.
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COURSE OFFERINGS:

By the end of this course, the participants will have able to:

e Analyze the unique requirements and challenges of high-density wireless environments.

Master the fundamentals of radio frequency (RF) behavior, characteristics, and management.
e Conduct comprehensive predictive, passive, and active wireless site surveys.

o Design effective RF plans, including channel selection, power levels, and antenna placement.
e Perform detailed capacity planning to support a large number of users and devices.

e Implement and configure modern Wi-Fi standards like Wi-Fi 6 (802.11ax) and Wi-Fi 6E.

e Deploy robust enterprise-grade security protocols, including WPA3 and 802.1X/EAP.

e Configure Quality of Service (QoS) to prioritize critical applications like voice and video.

e Troubleshoot and resolve common performance issues in high-density wireless networks.

e Evaluate and prepare for emerging technologies such as Wi-Fi 7 and loT integration.

COURSE METHODOLOGY:

The training methodology at BIG BEN Training Center is designed to be highly interactive, practical, and engaging,
ensuring that participants can immediately apply their learning in real-world scenarios. This course blends expert-led
instruction with hands-on activities and collaborative problem-solving. Mornings will typically focus on theoretical
concepts, exploring the principles of RF design, capacity planning, and wireless security protocols through detailed
presentations and discussions. Afternoons are dedicated to practical application, where participants will work with
industry-standard planning tools in simulated lab environments to design wireless networks for various case studies, such
as a university lecture hall or a corporate conference center. Group activities will encourage peer-to-peer learning as
attendees collaborate to solve complex design challenges and present their solutions. The instructor will facilitate these
sessions, providing continuous feedback and expert guidance. This immersive approach ensures a deep understanding of
the material and builds confidence in designing, deploying, and managing high-density enterprise wireless networks

effectively.
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COURSE AGENDA (COURSE UNITS):

UNIT ONE: FOUNDATIONS OF HIGH-DENSITY WIRELESS NETWORKING

Introduction to High-Density Wi-Fi challenges.

Understanding Radio Frequency (RF) fundamentals and behavior.

Deep dive into the 802.11 standards, including Wi-Fi 6, 6E, and 7.

Exploring the physics of RF propagation, reflection, and absorption.

e Key concepts of signal-to-noise ratio (SNR) and signal strength (RSSI).

Differentiating between coverage and capacity planning.

The impact of co-channel and adjacent-channel interference.

UNIT TWO: WIRELESS SITE SURVEYING AND REQUIREMENTS GATHERING

Defining business and technical requirements for a wireless network.

The role of a site survey in successful network design.

Techniques for conducting client interviews and assessing the physical environment.

Performing predictive site surveys using planning software.

Conducting physical pre-deployment and post-deployment site surveys.

Utilizing spectrum analysis tools to identify sources of interference.

Documenting findings and creating a comprehensive site survey report.

UNIT THREE: ADVANCED RF DESIGN AND CAPACITY PLANNING

e Principles of high-density access point (AP) placement.

Advanced channel planning strategies for 2.4 GHz, 5 GHz, and 6 GHz bands.

Effective transmit power control and its impact on performance.

Selecting the right antenna type for different environments and applications.

Calculating client capacity and airtime demand.

Designing for voice and video over Wi-Fi requirements.

Strategies for mitigating interference in dense RF environments.
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UNIT FOUR: NETWORK IMPLEMENTATION AND SECURITY

e Best practices for physical installation and cabling of access points.

e Configuring controllers and access points for high-density environments.

Implementing robust wireless security with WPA3-Enterprise.

Configuring 802.1X authentication with RADIUS servers.

Understanding and implementing Quality of Service (QoS) for wireless traffic.

Strategies for managing Bring Your Own Device (BYOD) and guest access securely.

Integrating wireless networks with core network infrastructure.

UNIT FIVE: OPTIMIZATION, TROUBLESHOOTING, AND FUTURE TRENDS

e Monitoring wireless network health and performance.

Using network management tools for proactive optimization.

Common troubleshooting methodologies for connectivity and performance issues.

Analyzing wireless packet captures to diagnose problems.

Preparing the network for the Internet of Things (IoT) devices.

Exploring the future of enterprise wireless with Wi-Fi 7 (802.11be).

Review of course concepts and final project presentation.

FAQ:

QUALIFICATIONS REQUIRED FOR REGISTERING TO THIS COURSE?

There are no requirements.

HoOW LONG IS EACH DAILY SESSION, AND WHAT IS THE TOTAL NUMBER OF TRAINING
HOURS FOR THE COURSE?

This training course spans five days, with daily sessions ranging between 4 to 5 hours, including breaks and interactive

activities, bringing the total duration to 20 - 25 training hours.

SOMETHING TO THINK ABOUT:

As IoT and AR/VR technologies become more prevalent in the enterprise, how must traditional high-density Wi-Fi design

principles evolve to support their unique latency and bandwidth requirements?
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WHAT UNIQUE QUALITIES DOES THIS COURSE OFFER COMPARED TO

OTHER COURSES?

This course distinguishes itself by focusing intensely on the practical realities and forward-looking challenges of high-
density wireless networking, rather than merely reciting theoretical standards. While other programs may provide a
general overview of Wi-Fi, our curriculum is built around real-world case studies drawn from complex environments like
stadiums, universities, and large corporate headquarters. We emphasize a vendor-neutral design philosophy, teaching
principles of RF management and capacity planning that are applicable across all major enterprise hardware platforms.
Participants engage in hands-on design simulations that force them to solve tangible problems, such as mitigating co-
channel interference in a crowded auditorium or planning for high-capacity roaming in a hospital. Furthermore, the course
content is continuously updated to include the latest advancements, dedicating significant time to the practical
implications of Wi-Fi 6E and the emerging Wi-Fi 7 standard. This ensures that attendees leave not only with the skills to
solve today's problems but also with the strategic foresight to design networks that are scalable and ready for the next

generation of wireless technology.
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